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1. NEVER SHARE ANYTHING ONLINE YOU WOULD NOT TELL 3
E DIRECTLY TO THE ENEMY. 0 1 K. 1
0 | 3 a
0 | ] %
) 2. NEVER POST PRIVATE OR PERSONAL INFORMATION. 1 " 4
o )& 1 1ai
q 1 |70 o 08,
3. ASSUME ANY INFORMATION YOU SHARE ELECTRONICALLY 0 g . 1 4
WILL BE MADE PUBLIC. 3 0_ 0 {i 0
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4. PHISHING SCAMS TEND TO HAVE COMMON ! f
CHARACTERISTICS THAT MAKE THEM EASY TO IDENTIFY: B
* SPELLING AND PUNCTUATION ERRORS.
* SCARE TACTICS TO ENTICE A TARGET TO PROVIDE 1
PERSONAL INFORMATION OR FOLLOW LINKS. V 1 \
0
- * SENSATIONAL SUBJECT LINES TO ENTICE TARGETS TO 0 ': 0 o @
1 CLICK ON ATTACHED LINKS OR PROVIDE PERSONAL a 5 of R} 0
rl

INFORMATION.

* INCLUDE A REDIRECT TO MALICIOUS URL's wHICH
REQUIRE YOU TO INPUT USERNAMES AND PASSWORDS TO
ACCESS.

* TRY TO APPEAR GENUINE BY USING LEGITIMATE
OPERATIONAL TERMS, KEY WORDS AND ACCURATE
PERSONAL INFORMATION. J

* FAKE OR UNKNOWN SENDER.
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5. WHEN IN DOUBT ABOUT A SUSPICIOUS EMAIL FROM A
) SUPPOSED BANK, CALL YOUR FINANCIAL INSTITUTIONS OR
CHECK WITH YOUR COMMAND INFORMATION ASSURANCE
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(lIA) LEAD. YOUR COMMAND |A CAN ALSO ASSIST WITH
OTHER TYPES OF SUSPICIOUS EMAIL.
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